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Introduction

The act of attributing a cyber attack is a long sought after, but rarely attained goal. From a legal
perspective, the ability to attribute a cyberattack to an individual or a group is a vital step to lead to its
ultimate prosecution in a court of law. In terms of national defense, attributing an attack accurately can
be a step towards reprisal or other military responses.

While things such as techniques, IP addresses, and other artifacts can plan an important role in
attributing an attack, being able to attribute actions to a specific computer that has been obtained can
help provide overwhelming proof of an act.

A primary task of a forensic investigator is identifying information that can be used to tie something to a
specific individual computer. As we use a computer, it becomes more and more individualized to its
user. This occurs through the use and configuration of software, the creation of documents, and the
browsing of websites among many other ways. Many of these actions leave artifacts that can uniquely
be tied to a single system.

One way to minimize the ability to find artifacts that are unique to a system is to use a freshly installed
operating system. This can be done through the use of a live-boot operating system, or just creating a
freshly installed system. In theory, there is nothing that differentiates two copies of an operating
system if they are installed the same way. In reality, though, there are a small number of artifacts that
uniquely identify a system as soon as the operating system is installed.

This paper documents the first of what | expect will be several experiments designed to identify a
method to uniquely identify a particular system. The hope is to find artifacts that are resistant to
reboot, cloning of virtual machines, or intentional/unintentional modification.

Kali Linux

Kali Linux is a highly popular Linux distribution known for its use by “hackers”. Under the hood, Kali is a
highly modified and customized version of Debian which is maintained by Offensive Security®. The
operating system comes with a large number of tools already installed and configured to allow for use
from “out of the box”.

Methodology

This first set of experiments is designed to look for identifiable unique signatures that can be observed
by a user with root access to the system. While advanced forensic tools were used during the
examination of the system disks, this was only done for ease of use. The techniques used to identify
“interesting” files only required tools that are inherent on most versions of Linux to a user with root
access.

The factors that | looked at include:

e The presence of uniquely named files

L https://www.kali.org/
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e The presence of commonly named files with unique MD5 hashes?

The experiment made use of four identically installed and configured Kali systems. Each system was
initially created on 7/22/2020. The same installation media and procedures were used to create each
image. All systems were built using a copy of Kali 2020.2 AMD64 iso with a MD5 hash of
9efa96f1069aaa2fcacd56bcd553308241290e21. All systems were installed on a virtual machine being
hosted on VMWare Player 15.5.6. Each system had 20 GB hard drives, 2 GB of RAM, and 1 CPU core. All
default installation values were accepted for each install. Upon the completion of the installation, the
system was rebooted, and then immediately turned off once it arrived at the login screen (no systems
were logged into).

The system’s virtual hard drive was mounted in a read-only configuration to the analysis operating
system to allow for a view of the disk without the risk of modifying any data present on it. Once
mounted, a script was run that traversed across the entire mounted disk and performed an MD5 hash of
all files encountered as well as recording other vital information such as owner/group of the file,
permissions, file access, modification, and creation times, and other information. This is all information
that any person with root access to the actual device would be able to determine themselves.

The results of the MD5 hashes and file metadata were fed into a Splunk instance which was then used to
do the data analysis and identify “interesting” files. To aid in the analysis of individual files, the virtual
hard drives were ingested into Autopsy to allow for further indexing and hex level examination of
individual files.

Analysis

The initial examination of each system image found a total of 284,996 files on the disk. The files were
spread out across six directories (see Table 1). What | find interesting in the table is what isn’t here. If
you notice, there were no files found within /bin, /sbin, or /lib. It's because if you do a full directory
listing of /, you’ll find that they all symbolic links going back to /usr/bin, /usr/sbin, and /usr/lib
respectively.

Path File Count
/boot 305
/etc 1362
/home 6
/root 3
Jusr 272,819
Jvar 10,501

Table 1 Count of Files by Directory

2| realize that MD5 is a long since insecure hash in a variety of situations, including in some instances, digital
forensics, but given the fact that it is faster to run on my test systems vs. SHA1 and SHA256, and the fact that there
is little chance of a file purposely being manipulated to “appear” to be common, | think that this is an acceptable
trade-off.
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Unique Names

An initial examination of the nearly 285K files found that only 45 files per image (0.01%) had a unique
filename3. In addition to the 45 unique file names, a single directory on each system image was also
found to have a unique name

EthO0.lease

Located within the /var/lib/NetworkManager directory is a file named internal-<UUID>-<Interface
ID>.lease (i.e. internal-bdf3e5cc-852d-47f8-b8c3-aaaab04e78d1-eth0.lease). The UID in the name refers
to the UID that is assigned to that particular interface in “/etc/NetworkManager/system-
connections/Wired connection 1” (see Figure 1).

|| Wired connection 1 E3 | .. [ intemal-016976d9-686b-40a3-a395-6c53ec 16b242-eth Jease
1 i This is private data. Do not parse.

P [connection] 2 ADDRESS=192.168.72.135

3 id=W; STCE e P
4 uuid§016976d9-686b-40a9-a395-6c53ecieb242 l
5 cype'-v —o-cUlhcINel

[802-3-ethernet]

a [ipv4]
19 method=auto

12 [ipvéE]
13 method=auto
14 ipé-privacy=2

Figure 1 Network Interface Card UID/Lease Comparison

The UID for the NIC makes numerous appearances within /var/log/syslog, as the system boots up (see
Figure 2).

] Wewd coreerson |

<

Mex Teat Tl Macactace Remity Avotaers Ot Docamences
Srrge Irewec Tex:
Fagts § of § Page Manhes o0 3egei 1 0f 3 Mabh B o D Aeset Teat

S okals heanel S OIRRIAT) pevenas 3 50 e

' Olasayec [46d Lnts

i
SN TR~ 400 ¢ 30 - £t Ve i ODINT

>
’ s ion | el e it

.
¢
€
‘

ER
‘
‘
‘
‘ ARALE Ghange | Alpnirmactad - prepess | T ——
‘

Fatuss Olaragas atace 1

cxange Banages’

=aape

'
i
=
e
1 7]
4
4
-
.
“
“
4 maraged
i

pReprr Rl
:

Figure 2 NIC UID Appearances in Logs

The fact that the name is made up of a UUID that is assigned at the time of creation means that it can be
tied to a single system. While it is likely possible to change the UUID present within both the file name
and the interface configuration, it would be important to identify all instances where the same UID

3 For this we consider the combination of path and file name to be a file name
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appeared within logs on the system. On a system without remote logging, this would be difficult but
possible. Because of this, | consider this to be a moderately confident indicator of a particular system.

Font Config

Of the 45 uniquely named files, 38 of them (84%) were located in the /var/cache/fontconfig/ directory.
Each of these files had a name consisting of a 36 character Universally Unique Identifier (UUID) followed
by “-le64.cache-7" (i.e. a185396b-1e43-43cd-8ca0-31de187f9b4e-le64.cache-7). The UUID in each file
name was different from the other files on the same system (see Figure 3).

Name 5 € Modified Time Access Time

L [current folder]

o [parent folder]
02d4f520-a997-4d93-9fff-6082379a324e =64 . cache-7
05d9d9df-8b2b-4c25-9 1da-3e240196b7561e64. cache-7
0aledbb7-3085-40c3-8c39-e8230b0f05d364e64. cache-7
136f21f7-d779-44fe-94bd-9accad3126 1bdes4. cache-7
19471168-b12b-4cfe-boad-78fa53b 1316764, cache-7
1bd710f5-632e-46cT-aacl-cched0c423dcdes4. cache-7
1e7ae182-406c-4bec-ab4d-2d0c2bb 24054264, cache-7
26927276-cfed-4dse-bo6b-5697d 2basbb5-1e64. cache-7
2955b303-602c-46f4-8e44-4373d47f3400-e64. cache-7
2c53115d-738-4bfc-9172-71687740e27d-e64.cache-7
2ef35129-5b00-4bcd-8bcf-b 1bf54d629ch-et 4. cache-7
34aff380-48fd-44b 1-9b 1d-071c52895e 13e64. cache-7
564a544d-a% 2e-4a43-3a50-5d35b8306f57-e64. cache-7
57934f48-9bfa-45¢c1-bbaf-66c726d0a 2b6-le64. cache-7
586e1327-7f72-4fad-b 160-c8cc0242 1c48-e64. cache-7
5949ec2ed-d50e-45d2-b381-c21880502f36le64. cache-7
5d74alea-6c03-47df-a268-8df6d 3645fff-le64. cache-7
7231c049-01f3-4488-ac0c-ble S5c4b 59ecdes4. cache-7
761618bc-ca 18-497b-ab 10-b24955b0 250d-e64. cache-7
82323306-e521-49b2-885f-e57265725cf31e64. cache-7
90833a27-c08d-4e82-94df-32d 24ecebbe 2e6 4. cache-7
9cfoedb 1-bfoc-4fbe-800c-c080822c6433-e64. cache-7
a1214b3a-75c4-4241-ad6f-692e 75b8c09fe64. cache-7
a437f435-1eb7-44d5-be 3d-dcsboe 27adfae64.cache-7
a5e62240-c06e-4786-a111-1d916b98e579-1e64. cache-7
ac2ede34-3240-4594-9f36-03729fd892cc-e64. cache-7
bda66590-93bf-4994-a514-50b9e 2ec 119fe64. cache-7
c0b046 7c-oc0f-4844-9cBa-27e 4ffbc483Hes 4. cache-7
c4fal6ad-f49f-4925-a331-caffb2decb 774e64.cache-7

SASUIETTR TA S

2020-07-22 13:47:31 GMT
2020-07-22 15349052 GMT
2020-07-22 124730 GMT
2020-07-22 153:47:30 GMT
2020-07-22 123:47:30 GMT
2020-07-22 153:47:30 GMT
2020-07-22 123:47:30 GMT
2020-07-22 153:47:30 GMT
2020-07-22 123:47:30 GMT
2020-07-22 13:47:30 GMT
2020-07-22 123:47:30 GMT
2020-07-22 13:47:30 GMT
2020-07-22 13:47:30 GMT
2020-07-22 13:47:30 GMT
2020-07-22 153:47:30 GMT
2020-07-22 13:47:31 GMT
2020-07-22 153:47:30 GMT
2020-07-22 124730 GMT
2020-07-22 153:47:30 GMT
2020-07-22 123:47:30 GMT
2020-07-22 153:47:30 GMT
2020-07-22 123:47:30 GMT
2020-07-22 153:47:30 GMT
2020-07-22 123:47:30 GMT
2020-07-22 13:47:30 GMT
2020-07-22 123:47:30 GMT
2020-07-22 13:47:30 GMT
2020-07-22 13:47:30 GMT
2020-07-22 13:47:31 GMT
2020-07-22 153:47:30 GMT
2020-07-22 13:47:30 GMT

SN TR ST 4 AT B AT

Change Time

2020-07-22 13:47:31 GMT
Z020-07-22 1314952 GMT
Z020-07-22 134730 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 134730 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 134730 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 134730 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 13:47:31 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 134730 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 134730 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 13:47:30 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 13:47:31 GMT
Z020-07-22 13:47:30 GMT
2020-07-22 134730 GMT

ST T ST 4D AT S ST

2020-07-22 13:47:31 GMT
2020-03-30 20022114 GMT
2020-07-22 135001 GMT
2020-07-22 13:50:00 GMT
2020-07-22 13:50:01 GMT
2020-07-22 135001 GMT
2020-07-22 13:50:00 GMT
2020-07-22 135001 GMT
Z020-07-22 1734059 GMT
2020-07-22 13:50:01 GMT
Z020-07-22 1734059 GMT
2020-07-22 13:50:00 GMT
2020-07-22 13:50:00 GMT
2020-07-22 13:50:01 GMT
2020-07-22 135001 GMT
2020-07-22 13:50:01 GMT
2020-07-22 13:50:00 GMT
2020-07-22 135000 GMT
2020-07-22 135001 GMT
2020-07-22 13:50:01 GMT
2020-07-22 13:50:00 GMT
2020-07-22 13:50:01 GMT
2020-07-22 13:50:01 GMT
2020-07-22 13:50:01 GMT
2020-07-22 1349059 GMT
Z020-07-22 1734059 GMT
2020-07-22 13:50:01 GMT
2020-07-22 13:50:01 GMT
2020-07-22 1349059 GMT
2020-07-22 135001 GMT
2020-07-22 13:50:00 GMT

ST O S 4D AT S S RAT

Figure 3 Uniquely named files located in /var/cache/fontfig

Font Config is a library designed to configure and manage various fonts on the system. When an
application needs to make use of a font that has been installed on the system, Font Config provides
access to the requested font. If the requested font isn’t available, Font Config attempts to find a similar
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one*. To speed up system operation, Font Config creates a cache of all fonts installed on the system.
These *-le64.cache-7 files are those font caches.

Because these file names are made up of actual UUIDs that are generated at the time of creation, they
are unique to that particular system. That being said though because it is a cache, the files can safely be
deleted but it will impact system performance. The cache can be regenerated through the fc-cache -f
command which will force a cache regeneration®.

LightDM

Another five of the uniquely named files are located in /var/lib/lightdm/.config/pulse/. These files all
consisted of a single 32-character ID®, followed by one of the following:

e -stream-volumes.tdb
e -device-volumes.tdb
e -default-source

e -default-sink

e -card-database.tdb

An example of this is /var/lib/lightdm/.config/pulse/d94a20e2919f456db65752d2fa3df4d8-stream-
volumes.tdb. It is important to note that all five of the files exist on each system. The ID string at the
start of each file name is actually the same value found within /etc/machine-id (see Figure 4).

Listing Keyword search 1 - 64192d21073843... X |
_Kalv2- lvrrdt/'vol volzfvav/ibhghudm/ .config/puise
Table Thumbnal

= Rame C  Modfied Time Change Tme Access

ml

). [parent foider]

64195d21b738437 18 1205877060 197cS Pevice v . 3-07-22 13:50:01 GMT 2020-07-¢
64192d21b7384371512b 5877060 147¢5

64192d21b7384371a12b 58770601475

6419ad21b7384371a12b 5877060 1475 B

IéilS‘ad?.lbi‘38437la12b5377060l'§7c5

Figure 4 /etc/machine-id and /var/lib/lightdm/.configure/pulse comparison

4 https://en.wikipedia.org/wiki/Fontconfig

5 https://linux.die.net/man/1/fc-cache

5 Note: The ID string presented is similar to a UUID but does not meet the exact technical requirements to be
considered on. See https://www.itu.int/en/ITU-T/asn1/Pages/UUID/uuids.aspx

8
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LightDM is a cross-platform display manager that provides the initial login and then the desktop for the
Kali workstation’. LightDM is one of several choices but is currently the default installed. The pulse in
the pathname refers to the Pulse Audio capability that it offers

System.Journal

Another uniquely named file is actually a unique folder. Located at /var/log/journal/<UID> is a folder
that contains the system journal. Once again, the UID found in the folder name is the same UID found in
/etc/machine-id (see Figure 5). Within the folder is the system journal which records all significant
events related to the system.

Listing
!ﬁmg_KaIiVZ~1.vmdkjvol_voI 2fvar Aog/jﬁﬂiﬁiﬁé& 21b7384371a12b5877060 177'65'7
B L tmp (73) Table  Thumbnai
@ |4 usr(15)
= | var (15)
o) backups (2) Name S C Modified Time Change Time A
#-| ) cache (15) | e RIS AT, -
@ 1 b (64) [ [current folder] 2
1 local (2) .| [parent folder]
—‘ . log (38) system.journal 2
-4, apache2 (16) |
. apt(s)
- | L) inetsim (3)
@) installer (14)
B J
.
L i (c)
L) mysql (3)
J. nginx (4)
.. ntpstats (7)
L) openvpn (7)
. postgresql (8)
i .| private (2)
N = § rnit 14N

Figure 5 /etc/machine-id vs /var/log/journal/<UID> Comparison

While it is possible to delete the folder and it’s contents, the folder will automatically be regenerated
(with the same UID) either immediately or upon the restart of Systemd service®.

Hashes

As noted above, each system image contained 284,996 files, each with its own MD5 hash. Of those,
there were a total of 267,192 unique hashes. Of those, 7,880 hashes were repeated two or more times
meaning that approximately 90% of the files were unique across the disk. Table 2 shows the 20 most
repeated hashes that were found on the drive image, along with one of the files that used that hash.

7 https://wiki.debian.org/LightDM
8 https://www.freedesktop.org/software/systemd/man/systemd-journald.service.html

9
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Total
File Hash Files Example File

d41d8cd98f00b204e9800998ecf8427e 1386 | /usr/lib/llvm-9/build/utils/lit/lit/builtin_commands/__init__.py

68b329da9893e34099c7d8ad5ch9c940 490 | /usr/lib/python3/dist-packages/filedepot-0.5.2.egg-info/not-zip-safe

b3c40037edbaf26a9bffbla3d4cf734e 207 | /usr/lib/python3/dist-packages/OpenGL/GL/APPLE/ _init__.py

5e1d07d82002f02a87f0f26be2d59c7b 193 | /var/lib/dpkg/info/libksba8:amd64.triggers

Jusr/lib/python3/dist-
2922a1ffecale589db20b56a1b856709 122 | packages/plotly/validators/layout/updatemenu/font/__init__.py

1d35517f12a3c14d7ec65e84bcO0dde06 106 | /usr/share/help/eu/mate-calc/legal.xml

e0d0fd012f6293f533701effcc6256fe 99 | /usr/lib/python3/dist-packages/plotly/graph_objs/ohlc/hoverlabel/__init__.py
650ba8al5be160b30bf3bd05b5€29293 93 | /var/lib/dpkg/info/libvisual-0.4-0:amd64.triggers
feebc3772e647be7c2fffe255fc99cfa 79 | /usr/share/help/kab/atril/legal.xml
/usr/lib/python3/dist-
2744d2bc4adbbf6a7ccd67d74bd9991f 76 | packages/plotly/validators/scatter3d/hoverlabel/font/__init__.py
93¢3413b07bba9d38750255de2755431 66 | /var/lib/dpkg/info/libproxylv5:amd64.triggers
ad93072740c556aa6a8d73084aeff2ca 55 | /var/lib/dpkg/info/libprotobuf23:amd64.triggers
ef758398051ffbc2baca272f62f4c6dd 53 | /var/lib/dpkg/info/libi2c0:amd64.triggers
ff49aa304d48c6a7c101de3135d66052 51 | /usr/lib/python3/dist-packages/faraday/utils/__init__.py
Jusr/lib/python3/dist-
4d17ffadebca8d702245a276alcfe2al 48 | packages/plotly/validators/layout/xaxis/tickformatstop/__init__.py

3c124a19ee0e1348068465cbac8387b7 47 | /usr/lib/python3/dist-packages/plotly/validators/scatter3d/stream/__init__.py

/usr/lib/python3/dist-

1bd16ddfbfdcc942da8f98f69966e6fe 44 | packages/plotly/graph_objs/choropleth/colorbar/__init__.py
Oec9da0a97e8e2f03542d8acfb4fcc7b 42 | /usr/lib/python3/dist-packages/plotly/validators/scatter3d/hoverlabel/__init__.py
37802a7cc55bef61ab6453d144b186¢c6 39 | /usr/share/icons/Flat-Remix-Blue-Dark/panel/weather-clear-night-260.svg
fcbe8b2739c9b6ffaedde75d6f462464 39 | /usr/share/icons/Flat-Remix-Blue-Light/panel/weather-clear-night-260.svg

Table 2 Top 20 Repeated Hashes

It stands to reason that one of two things will be true for every file that is included on all four system
images (This is excluding the 45 files that had unique names). The first possibility is that the same file
will have the same hash on all four systems. If the file is being copied over from the install image or
downloaded from a repository, then there is no reason it would change between images (unless that
package is updated). The other possibility is that the same file will have a unique hash for each of the
four images. This is likely to occur when the file is generated as part of the install instead of being
copied onto the system.

Out of the 284,951 common files found on all four system images, only 281 of them did not share a
common hash across all four images. This means that each installation is 99.9% the same. Of the 281
files that did not have a consistent hash, 202 of them had a unique hash on each of the drive images.
For the remainder of this paper, they will be referred to as “Always Unique” files.

Many of these Always Unique files are not at all surprising. For example, 22 (9%) of the files live in
/var/log. The data included in log files for two different systems is almost guaranteed to be different (at
the very least the times are likely to be different) which will cause the file to produce a unique hash. As
a side note, it is important to remember that even if an image is copied, the chances are that the hash of
a log file will change very quickly once the system is in use again.
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As | said, | expected for a file either to be the same across all four images or to be unique across all four
images. When | began looking at the data though, | found 79 files that had either two or three different
hashes instead of one or four as expected. This got my attention. We will call these “semi-unique”
hashes. In the following sections, we’ll examine each file or set of files that presents a unique or semi-
unique hash.

/boot
Initrd.img

Initrd (initial ramdisk) files are used by the system at the initial boot. They are responsible for loading a
temporary file system into memory which is then used to mount to the true root file system so booting
can continue®. Because of the vast number of different types of hardware that are available for a
computer, this image is stripped down to the bare essentials just to get the system to a point where it
can load the much large and fully configured kernel.

The initrd.img files are created when the operating system is installed and are statically compiled to that
particular system. This means that the initrd.img file is unique to the system. Each system image
contained an initrd.img file at both /boot/initrd.img-5.5.0-kali2-amd64 and /boot/initrd.img-5.7.0-kali1-
amd64. The two files themselves are also different from each other.

Because these files are compiled specifically to this machine, they will always present a unique signature
meaning that they can be tied to a specific machine. There are indications that these files can be
regenerated after the system has already been installed, but this is a process that | have not personally
tried and do not know if it will even work, let alone generate a new hash for the file°.

grub.cfg

/boot/grub/grub.cfg is a 245-line file that is generated near the end of the installation of Kali. The file
contains the configuration for the Grub bootloader that runs immediately when the computer is started.
It is responsible for loading and then transferring control of the system to the desired operating
system’s kernel'l. The file is generated using the grub-mkconfig command.

Of the 245 lines within the file, 27 of them are unique. Each of the 27 lines that are different contain the
UUID of the file system installed by Kali. This UUID is the same on all 27 lines within the config but
different between each file image (see Figure 6). This UUID number can also be found in /etc/fstab as
described below.

% https://wiki.debian.org/Initrd
10 https://linoxide.com/linux-how-to/fixing-broken-initrd-image-linux/
11 https://www.gnhu.org/software/grub/manual/grub/grub.html
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Figure 6 /boot/grub/grub.cfg Differences

Because the UUID of each file system is by definition, unique, it is tied to a specific system. Additionally,
because this UUID is tied directly to the UUID of the boot partition, it is found through the disk and in
various logs and cannot easily be changed.

Jetc

adjtime

The file /etc/adjtime tracks the amount of drift between the hardware clock of the system and the
actual time. In theory, the hardware clock gains/loses the same amount of time each day. By recording
the amount of draft that occurs each day, and then determining how many days have passed since that
time was recorded, the system can figure out the approximate true system time.

The file consists of 3 lines (see Figure 7). The 1% line has three space-separated fields. The first field is
the drift rate or the amount of drift the clock has each day. The second field contains the epoch time of
the last adjustment. The final field is the last adjustment status which is always set to 0 now for
backward compatibility. The 2" line is the epoch time of the last calibration and should generally be the
same as field two on the 1% line. The 3 line is set to the time zone.

On a physical server, the amount of drift between two systems has a high likelihood of being unique,
however, there is a good chance that multiple virtual machines on the same physical server will hold the
same drift rate. Even though the drift rate may be the same across virtual machines though, it is highly
unlikely that the time of the last adjustment will be the same, even across virtual machines®?,

12 https://man7.org/linux/man-pages/man5/adjtime.5.html
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aditime_8171 E3 - [ adtime_7135 E4 |

1 =_=CI.CICICICICICI 15585427902 0.000000 1 *G.CICICICICICI 1585425706 0.000000
2 1595427902 2 *1595425?'06

5 UTC 3 UIC

: :

Figure 7 /etc/adjtime differences

While there is a high likelihood that epoch time of the last time adjustment makes /etc/adjtime unique
to a particular system, the fact that this file is simple flat text and a change to any of the fields within the
file will likely result in no impact to the system’s operation. This means that this file is a poor indicator
of system uniqueness.

cacerts

The file /etc/ssl/certs/java/cacerts contains all of the certificate authorities that java trusts by default on
the system. This file is separate from what the system’s web browser uses. An examination of the file
shows that each system’s copy is 150,007 bytes in length and that while there are large sections of the
file that are almost identical, there are also portions with significant differences.
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Figure 8 File Comparission of /etc/ssl/certs/java/cacerts
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| believe that the reason why each of these is different is that each system has several self-signed
certificates that are created as part of the system install. | believe that one or more of these certificates
is included within this file which causes each one to be unique.

While this file appears to be unique to a single system, it is easy enough to change this simply by
creating a new certificate and then updating the file with the update-ca-trust command®. This means
that this file is likely a poor indicator of system uniqueness.

fstab

/etc/fstab contains all of the information that the operating system needs to identify the various drive
partitions and other information within the file system and mount them. Each line contains multiple
fields that identify file systems connected to the system and how they are configured. The first field on
each line describes the individual block device. The preferred method to identify these devices is
through its UUID, which is how Kali does it by default!®. There will always be at least one device listed
here (the / partition) and in our tests, there was another listed (/dev/sr0) which is the CD-ROM that was
used to install the system (see Figure 9). Because the UUID included within the file is by definition,
supposed to be unique, this file is tied to a particular system.

mat O O

Figure 9 /etc/fstab differences

Also within /etc/fstab is a reference to the boot partition (in some cases, this could be / partition noted
above). Regardless of what the boot partition is, this same partition UUID is also referenced in
/boot/grub as noted above.

Because of the multiple UUIDs within the file, /etc/fstab is unique to the system. Because these UUIDs
are tied to the file system partitions they are not very easy to change. Additionally, these UUIDs appear
in /boot/grub and multiple logs making this file a very good unigue system indicator.

machine-id

Located at both /etc/machine-id and /var/lib/dbus/machine-id is a file that simply contains a 32-
character (128-bit) hexadecimal number that uniquely identifies this particular installation of the
operating system (see Figure 10)*. This number is unique to this individual installation and does not
change if the install is moved to a new physical device or if the IP address or hostname is changed?®.

13 https://www.systutorials.com/docs/linux/man/8-update-ca-trust/

¥ https://man7.org/linux/man-pages/man5/fstab.5.html

151t is important to note that while this number is not a true UUID (by the definition) it serves the same role and is
considered to be equivalent to a UUID.

16 https://wiki.debian.org/Machineld
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|=l machine-id_2386 E3 ‘ i | machine+d_3003 E£3 ‘

1 mm772bBbc325774cf29258e487592d8a5e 1 =E4195ad21b7384371al2b5877060147c5

Figure 10 /etc/machine-id Comparison

The ID is randomly generated at the time of the OS installation and does not tie directly to any particular
information that may be of use, although a variety of other items within the operating system make use
of it to uniquely identify the system. The machine-id can be regenerated by using the following
commands!’:

rm -f /etc/machine-id /var/lib/dbus/machine-id
dbus-uuidgen --ensure=/etc/machine-id
dbus-uuidgen —ensure

reboot

It is unclear what the effects are if the system-id is changed given that several files are named based on
its value (see the description of LightDM above). Also, it is important to note that this file exists in both
/etc/ and /var/lib/dbus/. These are separate physical files that contain the exact same content (exact
hash match) but they are not a link. Because the contents of the file by definition uniquely identifies
this system, the file itself can uniquely identify the system. What is currently unclear to me though is
how hard it is to change the contents of the file (along with the names of the LightDM files) and what
effect it would have on the system.

resume

/etc/initramfs-tools/conf.d/resume is a 1 line file that contains the UUID for the memory image that was
made when the system was placed in hibernate (see Figure 11)*. This image is saved within the swap
file and has a UUID just like the file systems referenced by grub.cnf

{mare 3530 | st 3510

I |
MELEUMEUUID=E4bacale~3o3t-4cek~9762-Lad4lacdalde W RESUMESUUID=L3ohYea~5438-49323-3353-4211a01bbaal

Figure 11 /etc/initramfs-tools/conf.d/resume Differences

Because the UUID of each file system is by definition, unique, and it’s included within the resume file,
then this file is tied to a particular system. Unless the resume feature is used though, it is possible to
remove this file along with the partition and not affect the functionality of the system.

server_config.yml
The file /etc/king-phisher/server_config.yml is part of the configuration for the King Phisher tool that is
installed by Kali. What is interesting, is that out of all of the tools installed on Kali by default, this is the

7 https://dbus.freedesktop.org/doc/dbus-uuidgen.1.html
18 https://askubuntu.com/questions/292878/how-to-set-swap-in-etc-initramfs-tools-conf-d-resume-if-i-have-two-
swap-partito
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only file that | can find that is unique for them. King Phisher is a tool “for testing and promoting user
awareness by simulating real-world phishing attacks.'®”

The software makes use of the PostgresSQL database server to store the various pieces of data required
for each phishing campaign. On line 67 of server_config.yml is the username and password that King
Phisher uses to access the database. The username is always “king_phisher”, but the password is 16
characters randomly generated as part of the install script (see Figure 12).

Figure 12 /etc/king-phisher/server_config.yml Comparison

While the password generated by the install is not truly unique to the system, the fact that has 62716
combinations makes it highly unlikely that the password will be repeated on a random machine. That
being said, because this is a simple password to a database, it is very easy for a user to change making
this a poor indicator of system uniqueness.

shadow

The encrypted passwords for all local accounts are stored in the /etc/shadow file (a backup copy of the
last file is also stored in /etc/shadow-). The file consists of a line for each account (53 by default). The
file is the same until you get to the user-created accounts (see Figure 13).

1% https://github.com/rsmusllp/king-phisher
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Figure 13 /etc/shadow differences

For the case of this project, | used the username “troy” and the password “password”. This created the
below entry for the account in the shadow file.

troy:S6SjEx3yWwLY/xpRWuUShifiGKIhGL7yOUOfbo8ZmiNi013g18EeweqlE3M8pSVgdVcfsRLko.vDPspup
5agio4A2NHHUz9Hvg84YUD2p.:18465:0:99999:7:::

The line is a colon (:) separated string that contains several fields?.

e The 1% field is the username for the account (in this case “troy”)

e The 2" field contains the hashed password. We’ll look at this one closer in a minute.

e The 3" field indicates the number of days that have passed between Jan 1, 1970, and the last
time the password was changed. In this case, the value is 18465 which means the password was
set on July 22, 2020. This field is not particularly unique given the fact that all of the systems

that are created on a single day (or have a password changed on that day) will all share the
same value.

20 https://linux.die.net/man/5/shadow
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e The 4™ field is the minimum number of days that must pass between password changes. Here it
is 0 which is the default.

e The 5" field is the max number of days that can pass before the user must change their
password. Here the value is 99999 which is the default.

e The 6" field indicates the number of days before the max password age that it will warn the user
to change their password.

e The 7" and 8™ fields are not set by default.

Within the password field noted above is a sub dollar sign ($) separated string?’.

S6SJEX3yWWLY/XxpRWuUSNifiGKIhGL7yOUOfbo8ZmiNi013g18EeweqlE3M8pSVgdVcfsRLko.vDPspup5agi
04A2NHHUz9Hvg84YUD2p.

e The 1% field with a value of 6 indicates the hash that was used. A value of 6 indicates SHA512
which is the current default for Kali.

e The 2" field indicates the salt that was used with the password. A salt is an extra piece of data
(in this case randomly generated) that is appended to the password to prevent the use of
rainbow tables when it comes to cracking an encrypted password. In this case, the salt value is
“JEx3yWwLY/xpRWuU”

e The 3" field is the SHA512 hashed combination of the salt and the password

The fact that the salt is 16 characters long with 64 possible choices for each character gives it 7.9 x 102
combinations. This combined with the fact that virtually the only way to get the same password hash is
to have the same salt and password makes it exceedingly likely that if this line matches on two systems,
they have a common past.

Fortunately, the regeneration of a password will cause a new salt and in turn a new hash to be
generated (even if the same password is used) and will also reset the password change date field to the
current date. That makes this file a poor indicator of system uniqueness.

ssh_host_* key
Within /etc/ssh/ are three pairs of private/public ssh keys that are used by the sshd process. The keys
are:

e ssh_host_ecdsa_key/ssh_host_ecdsa_key.pub
e ssh_host_ed25519 key /ssh_host_ed25519 key.pub
e ssh_host_rsa_key /ssh_host_rsa _key.pub

The three keys are referenced in /etc/ssh/sshd_config and are used to authenticate the ssh server itself
to clients. These are the keys (the public keys) that are stored in the known_hosts files of clients. These
keys are transmitted across the internet.

Because these are ssh keys, they are unique to the system, but they can be easily regenerated by using
the following commands??:

21 https://linux.die.net/man/3/crypt
22 https://www.cyberciti.biz/fag/howto-regenerate-openssh-host-keys/
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rm -f Jetc/ssh_host_*
dpkg-reconfigure openssh-serve
systemctl restart ssh

ssl_cert_snakeoil

When a web server starts to run HTTPS, there has to be a certificate there to support it. Generally, the
preferred method is to get a signed certificate from a recognized certificate authority so that a web
browser will accept it without a problem. When that doesn’t happen though, a self-signed certificate
can be used.

/etc/ssl/certs/ssl-cert-snakeoil.pem and /etc/ssl/private/ssl-cert-snakeoil.key is a self-signed certificate
pair that is generated at the time of installation?. This certificate is used for SSL web sessions if another
certificate hasn’t been explicitly designated.

Figure 14 /etc/ssl/certs/ssl-cert-snakeoil.pem comparrision

An examination of the keys shows that while the Issuer CN is always kali (based on the system name
given at install), everything else is completely different. The validity dates are from the time that the
system was originally imaged, until 10 years later.

23 https://wiki.debian.org/Self-Signed_Certificate
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The snakeoil SSL certificate can be regenerated with the following command:

make-ssl-cert generate-default-snakeoil --force-overwrite

The serial number, modulus, and signatures are always different between each system which makes this
file a unique identifier to the system. While there is a risk of this artifact being viewable by the outside
world if it was served up as the SSL server certificate when someone tried to browse to it, this would
only occur if a web server was installed and it was configured to point to this specific certificate which
makes the chances of it being externally visible significantly smaller. While the certificate itself is easy
enough to regenerate, the fact that it is unlikely to be noticed in the first place makes it a moderate
indicator of system uniqueness.

Wired Connection 1

The file /etc/NetworkManager/system-connections/Wired connection 1 is a file generated by the
network-manager to uniquely identify the physical network interface. It is important to note that if
additional interfaces are added to the system (wired or wireless) that additional files will be generated?®.

This file contains information about the physical interface itself and is not directly tied to the system's
MAC or IP addresses. Each file is 14 lines long and the only difference is the UUID for the interface
located on line 4 (see Figure 15).

| Wired connection 1_4365 E3 l 4 || Wired connection 1_4321 E3 l

[connection]
id=Wired connection 1
muuid=016976d9-E86b—40a5-a395-6c53eclebl242

type=802-3-ethernet
[B02-3-ethernet]

[ipv4]
method=auto

[ipve]
msthod=auto
ipé-privacy=2

puuid=2k

[connection]
id=Wired connection 1

type=802-3-sthernet

[B02-3-ethernet]

[ipv4]
method=auto

[ipveE]
method=auto

ipé-privacy=2

:50-a0le-430a-a256-2

Figure 15 /etc/NetworkManager/system-connections/Wired connection 1 differences

The UUID within the file is also contained within /var/lib/NetworkManager and appears in multiple logs.
The UUID allows the file to uniquely identify a system but the ID can be changed with minimal effort
making this file a poor indicator of uniqueness.

Jusr

.uuid

Scattered throughout multiple folders within /usr/share is a file simply called .uuid. The vast majority of
these are located within folders related to fonts (33/39) but a few others appear in other folders.
Within each file is simply a single UUID and nothing else. When completing a search of the system for
each of the UUIDs though, it ties back to one of the uniquely named files found in

24 https://wiki.archlinux.org/index.php/NetworkManager
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/var/cache/fontconfig/ (see Font Config above). This indicates to the system what cache file it can find
information about the fonts within that folder.

| Name Location
B .wid fimg_Kalivz-1.vmdkfvol_vol2fust{share fontsftruetypefdejavuf.uuid
[:] mlocate.db Ii Kali ndk f
[:] 564a544d-a92e-4a343-9a350-5d35b8306f574e64.cache-7 l;’w.’ a544d-a92e-4a43-9a50-5d35b5306f57-le64 »:-3w:hr:»"‘l
(f . - S . - :
Hex Text File Metadata Results Annotations Other Occurrences

Strings Indexed Text

Page: 1 of 1 Page Matches on page: 1 of 1 Match ‘ 100% ,@ ,@3 Reset

-uuid§5€4a544d-a92e-4a43-9a50-5d35b3306£57

Figure 16 /usr/share/.uuid and /var/carche/fontconfig correlation

As | indicated before, the fact that a UUID is present makes this file unique to this particular system but
it can also be regenerated simply by deleting the file and the fc-cache -f command making this a poor
indicator of system uniqueness.

classes.jsa

Beginning in Java 5.0 the Class Data Sharing feature was provided. The feature was designed to reduce
loading time by loading up all frequently used classes once and then mapping the memory structure into
a single file. Once this was done, every time java was loaded it would simply reload the memory
structure that had already been established?.

These memory structures are stored in a file called classes.jsa. In Kali, these files exist in two places,
Jusr/lib/jvm/java-11-openjdk-amd64/lib/server/classes.jsa and /usr/lib/jvm/java-8-openjdk-
amd64/jre/lib/amd64/server/classes.jsa

While the classes that get loaded are the same from system to system, because the jsa file is generated
on the system and not as part of the downloaded package, it is unique to the system itself however it
looks like the file can easily be regenerated on the system.

pyc files

Out of the 79 semi-unique files, 71 of them were .pyc files, mostly located within various cache
directories in /usr/lib/python3. If you're not familiar with what a .pycis, it is just a compiled version of a
python file. This is done to speed up the execution of a python file that is frequently used and is done
transparently to the user. My first thought is that maybe | got unlucky and perhaps there was an update
to one of the source files between the few hours when | started to make images 1 and image 4. But
then | noticed that if that was the case, | should find a .py file somewhere where the hash also changed.
That wasn’t the case. The other thing that | found was that there were cases where images 1 and 3
would have one hash and 2 and 4 would have a new (but same) hash. Again, if a source file had
changed, | would expect all of the images that were made after that change to have the same change.

After doing some research, it turns out that this isn’t completely unusual. For reasons that | don’t
completely understand, it's not unusual for a .pyc file to compile with either the same hash or a new

%5 http://sekhar4j.blogspot.com/2014/11/what-is-class-data-sharing.html
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hash. The really interesting part is that this will occur even if you recompile on the same system
multiple times, let alone a different system. It’s just kind of a crapshoot.

| decided to dig into a couple of these .pyc files just to see what the difference was. The first file that |
looked at was /usr/lib/python3.8/ pycache_/ pyio.cpython-38.pyc. The file is 74,079 bytes long but
between the four images | captured, presented two separate hashes. An examination of the file reveals
a total of 14 bytes that are different and 11 of those bytes are actually just a group of 5 bytes and 6
bytes) where the locations were swapped (see Figure 17).

‘

F P . F ) A ’: x iz D : . . 63 re
)6 &3 7% &7 77 Kb & T 03 7T &3 &N . . B YT 40 S£ 33 43 DA 08 43 TH &7 ¥

Figure 17 Byte Comparison of /usr/lib/python3.8/ _pycache _/ pyio.cpython-38.pyc

A look at another file (/usr/lib/python3/dist-packages/IPython/core/ _pycache__/application.cpython-
38.pyc) which actually had 3 variations in hashes. In this case, we see something very similar starting at
hex offset 0x4EQ. In this case the file is 14,126 bytes and depending on which two version you are
comparing there are only 7 or 9 bytes different between the two versions (see Table 3).

4EO | 4E1 4E2 AE3 | 4E4 4ES | 4E6 | 4E7 4E8 | 4E9 4EA | 4EB  4EC  4ED | 4EE @ A4EF
00 DA (01 |31 DA 04 74 |72 |75 |65 54 |3E |02 |00 |00 OO0
00 DA |01 |31 DA (04 74 |72 |75 65 |54 |3E |02 00 |00 | 00
00 DA (04 74 72 75 65 DA 01 31 |54 |3E |02 00 |00 | 00

5E0 | 5E1  5E2 | 5E3 | 5E4 | 5E5 5E6 #5E7 5E8 #5E9  5EA | 5EB | 5EC | 5ED | 5EE | 5EF
DA |01 30 DA |05 66 |61 6C |73 65 |46 |7A |8E |55 6E | 73
DA |05 66 (61 [ 6C |73 65 DA 01 30 46 |7A |8 |55 6E | 73

DA (01 (30 DA |05 (66 |61 |6C |73 65 | 46 7A | 8E 55 6E 73
Table 3 Byte Comparison of /usr/lib/python3/dist-packages/IPython/core/ _pycache__/application.cpython-38.pyc

Because of this known situation, | don’t believe that having a unique or non-unique hash with .pyc files
is indicative one way or another of a particular system. That being said, .pyc files are frequently
recompiled by python as different modules are used by the system. Additionally, they can be
completely deleted from the system and they will be regenerated as required?®®.

26 https://indianpythonista.wordpress.com/2018/01/05/demystifying-pyc-files/
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Ivar
Xauthority

LightDM allows for the use of cookies for authentication. Each system stores it’s cookie at
/var/lib/lightdm/.Xauthority. Each file is 49 bytes, and the first 32 bytes are the same.

{ e 1 fnew 2 1 |

D 4D 41 % 45 4 20 43 4F 4r 4n 49 45 2t | D 4D 41 ¢ 45 43 2D 43 4r 4r 45 45 45 2p 131
0 60 EO S5 B2 %6 BD OA 1¢ 74 OS BY F2 26 01 B4 .l iC D BS D3 2 02 3% 4A 4D B3 6 58 3 SE
*

Figure 18 /var/lib/lightdm/. Xauthority differences

Because there are only 17 bytes of entropy in each file, it means that there are only 131 thousand
possible combinations. This means that it will repeat itself rather frequently and should not be used to
uniquely identify the system even though in our case it had a unique hash each time.

aux-cache

Located at /var/cache/ldconfig/aux-cache is the shared library links and cache file. It is designed to
speed up the loading of some libraries, and also allows the dynamic linker to call libraries by their
soname?’. While the same libraries are cached in each installation, because the cache is compiled at run
time, they are all different at the hash level. The file can be regenerated by deleting it and then running
Idconfig. This cache file can be used to uniquely identify a system but the ease with which it can be
regenerated makes it a poor indicator of system uniqueness.

boot_duration

Located at /var/lib/plymouth/ is a file called boot-duration. Plymouth is the program that shows the
splash screen when the system first boots up. While each version of the file is similar, there are
differences. First, certain events seem to be missing from some versions as opposed to others. Second,
the numbers within each event are also generally different. The one thing within the file that does make
it unique is the UUID for the swap partition found on line 36 in the images below. This UUID is located
within fstab as well as several log files which makes it unique to the system. While this particular
instance of the UUID could be changed relatively easily, it would prove significantly harder to change it
in its other locations making this a good indicator of system uniqueness.

27

https://lists.fedoraproject.org/archives/list/devel@lists.fedoraproject.org/thread/DVBZI2UJRHISGVMIXIQNLHKAT
UFS5ZM2/

23
1/25/2021



Troy Ward

RN
~hugepages.mount

i LGev-agueus . nount
LayesBezne i Sebay . maunt
LNy meust

L R T e e L LTS S

A0 e yoard-aetup, sexvice
feumezpo_plpels. mount
systemdosemocnt -2, 0ntvicn

' YN -Ba i ien-Lond, service
SO AR ey vt ranaon-senil, servios
O AR 10 a-Ea-Tuse~OUnNR AT AR . Wouns
T ey atemd-ayscti.sexvice
YELEs - aysustr N, Aot vice
vaeblocek\aldfuse .mount
Temd -GV -TEAGUNE , SeTVAEw

L AR LAyt e~ SEp Pl ien~ 0ot up -aer . NeIVioe
) WA | SRAALA - ARTHD . sRXVICE

D AL PAPSSUGH - S wE ALY L vupvioe

1 3RS rprwe-aye-fe-bAnSss miew, meunt
D30 1 AnPus - SUpPaCE . BuTViEe

L ATR ey et e ~ BNV, peIVIO®

0,408 pPAYSSULNSAAALS . oexvice
PERANMERLNY , servion

Liowv-dinkt=-hy\ Al dparsuutd-o baa0dat\ sl doh , awap

+

AT i Sevedian by \ addpathoped \ B2 AU00C 100130, 0\ n2des

M ATi i 3av-adal, aveg

oAV R Y AR U O - CRORRRAT NIRRT \ NN

LM 00T S E i e RN T TR TS )

O 600 mywiasl s ontsald, ansrion

JART wywh et Jantnal o Tlush . survide

I e I T e T e

Lo L Bareasd  anrvioe
4 CeASYR-LI0LS  0xViCe

Lol - At - UTeY  aerVioe

B REVive

-

il werviue

vrl
*
’
»o,
"o,
-o

LI TAYSLog ARETATe

IMTENRslN anTvYioe

0 MmATERENECOLS  BRIVICE

003 I MetwisMANSQEL . antVioe
N

BRL oYVl amd - Uanl - S aNiana . secvine

1 DR Maeadanage L  auEVide

3 95T Leyytemi~logind, service

|

1 oot dustion_ 20013 L

Funs
-TUgepages . mpunt
~RYUELS . IOUnt
Enznalodebug, hount
huznalotissing <ut
A ERSEE-nodes, dervise

R~ T emIUTD ~ £ A, A EVE 08
AYd-setuyp, sevice
gpe_plpels, sount

i ayatend-medalen-load, seyvice
Jinyatend- Iandom-aneid, aefvine
ayn-fa-Tuse ~Ounnees Lame . mauns
systesd-aysotl, sesvioe
frrunvvebleon \ xldfuse . mount

YRR Y RSIRES  AREVLOE

L R R E L T L B B A e
PAONN-PI® . seTVLan

YT and-TRpliles-anTup—aev, servioe
TPLPRNIGR - AR T108 . SerVioe

ST ERE S SO T DA
iprag-aye-fa LLIR'.\_III‘,IA uns
IRINERE ~AUFEPOTE . BRTVAT
FYNTeRd-JONTRRLL  ARTYEON

syt end-JOUENAL ~ 1Ak . seevioe
pystesd

tRplLien~aetup ., eexvice

suEvie

nRzvice
dpath-poa\a2d0000i00: 10, 0 addncal i nddd 1010
Siduvdiak-by\ BIApa syt A- 10141 AA\ 83408 , swap

15 10ev-nind . svap

AeY~UAaR=-0y\ RS AUULO=TARAUROn \ RSSO N E NN ON \ RRUNTEZ \JAEARA Luntal Yy . pung

x2dpartt. swap

SR ARtYice
N sntuide
stunield . swivive
tend-Z8R00L  muEvice
ANG  aeTViDe

I8 sexvioe
vgdnd nexvice

B0, N0 i Mebwns aansger . W EVLISe

S L R e e T )

cookie

/var/lib/lightdm/.config/pulse/cookie is part of the lightdm display manager that is standard for Kali
1604 and below?®. The cookie file is used to uniquely identify the system. Because of that, it is of course
unique to the system and can be used to identify an individual system.

default_cert.pem

Inetsim is a software suite that can simulate common Internet services within a lab®. It comes ready to
run many pre-configured services to include an HTTPS server. When run, the certificate located at
/var/lib/inetsim/certs/default_cert.pem and key located at /var/lib/inetsim/certs/default_key.pem
serves as the SSL certificate for the webserver. Like the /etc/ssl/certs/ssl-cert-snakeoil.pem file, this is a
valid SSL certificate. Instead of having a subject CN of kali, it now has a more fully populated subject
record that includes an Organization of INetSim, Organization Unit of Development, and a CN of
inetsim.org. This key is also valid for 10 years. Also like the snake_oil certificate, the rest of the
certificate is unique to this particular installation of the operating system.

28 https://wiki.ubuntu.com/LightDM
2 https://www.aldeid.com/wiki/INetSim
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Inet by its design is supposed to be used within a lab environment only. While the certificate is
technically viewable from the outside if it is served, the chances of this happening accidentally are very
low.

I 0 EN e ekt e pantu S AT -] HTME Ragoet U628 JT-30-45- 20 oot prt Bask rand

Figure 19 /var/lib/inetsim/certs/default_cert.pem comparison

Index.db

Located in /var/cache/man/ are 30 additional directories with cache files for the various man files in
each language. Within each directory is a file called index.db which is the cache. The cache is populated
by the program mandb®® and can manually be regenerated on demand. Out of the 79 semi-unique files
previously identified, 7 of them belong to the index.db files for various languages.

An examination of the files shows a significant difference between two copies of the same file, but there
are still plenty of instances where the same copy is found. For right now, | have no idea why it only
affected these 7 languages (vs the other 23) and why some files are the same and others are different.
Again, because of this, | don’t believe that index.db files for the man files are indicative of a particular
system.

30 https://man7.org/linux/man-pages/man8/mandb.8.html
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kali-amd64

The folder /var/lib/initramfs-tools/ contains two files, 5.5.0-kali2-amd64 and 5.7.0-kalil-amd64. While |
can’t figure out exactly what these files are for, initramfs-tools is used to create an initramfs for the
kernel headers. These images are loaded up into memory at boot time to allow the rest of the file
system to load3.,

Both files contain unique hashes in all four instances and can be used to uniquely identify a system.

mlocate.db

The file /var/lib/mlocate/mlocate.db contains the database that is generated for use with the locate
command. It contains among other things, a list of all of the files found on the disk. The reason why the
database is different is because of the 45 uniquely named files noted at the start of this paper (see
Figure 20). The mlocate.db is continuously changed as files are added/removed from the system. The
file can be manually updated through the use of the dbupdate command. This file is not a good
indicator of a unique system.

Name Location Modified Time

DEC53115d-7f38-4bfc-9 172—71687740&27di64.cache-7 fimag_Kaliv2-1,vmdkjvol_vol2jvarfcache/fontconfigf2c5311.., 2020-07-22 13:147:30 G
D 2c53115d-738 -9172-71687740e27d-e64.cache-7-slack Jimg_Kalivz-1.vmdkfvol_vol2fvarjcache/fontconfigf2cs3tl... 20 347:30 G

.uuid

fimg_Kaliv¥2-1,vmdkfvol_vol2jusr/share/font:

B miocate.db
D .uuid NEW fimag_Kaliv2
<

fimg_Kaliv2-1.vmdkfvol_volzfvar/libjmlocate/miocate. db

volzjustfshareffonts/¥11/Typel/....

Hex Text File Metadata Results Annotations Other Occurrences

Strings  Indexed Text

Page: 221 of 229 Page Matches on page: 1 of 1 Match 100%_,@,("3 Reset
13€£2127-d775-44fe-94bd-%acca%312€lb-lec4 . cache-7
194711€8-bl2b-4cfe-bced-75£a53bl31€7-1ec4 . cache-7
1bd710£5-€32e-46c7-aacl-ccbellc423dc-1lec4.cache-7
le72el22-406c-4bec-ab4d-2d0cZbb24054-1e€4 _cache-7
2€92727¢6-cfeS-4d8e-bE€b-5€97d2baSkbb5-1e€4 . cache-7
i 1 = €4 . cache-7
2c53115d-7£38-4bfc-5172-71€87740e27dfi1e€4 . cache-7
2e£35125-5b00-4bcd-8bcf-blbf54d€25cb-1e€4 . cache-7
34aff380-48£d-44bl-5bld-071c52855el13-1ec4 . cache-7
5€4a544d-a39%2e-4343-5a50-5d35b2306£57-1e€4 . cache-
57934£48-%bfa-45cl-bb23f-c€c72ed0aZbe-1lecd . cache-

/
7
!

Figure 20 Uniquely named files located within mlocate.db

MySQL files

Of the 202 files across the images that always had a unique file hash, 60 of them were located within
/var/lib/mysql/mysql as either .frm or .myi files. A .frm file is a table definition file. What is interesting
with the .frm files is that the table definitions on each image should match since they are defined the
same (columns, etc.). However in the case of column_stats.frm, and others there are only a small

31 https://wiki.debian.org/initramfs-tools
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number (11 in that case) of bytes that are different. An examination of the file format shows that these
hex offsets should not actually in use so I’'m not entirely sure why they are different.

The .myi files are the index files for each of the corresponding tables. As with the .frm files, the
differences between versions of the same file are minor (only 5 bytes for columns_priv.myi for example)
that makes them a poor indicator of a unique system.

pubring.kbx

/var/lib/lightdm/.gnupg/pubring.kbx contains the keyring of public keys that that LightDM recognizes.
By default, it doesn’t include any keys which means that the keyrings should all have the same hash. But
for some reason, they all have a unique hash. The file itself is 32 bytes long and they are the same
except for two bytes that are repeated once.

While each file had a different hash here, the fact that there are only two bytes that change means that
there are only 65,536 possible combinations so there is a high likelihood that they are repeated. This
file should not be relied on to uniquely identify a system.

Snew 13} =Tyl

sy 1e 83 3P 19 W 8 o ¢ ey 19

Figure 21 /var/lib/lightdm/.gnupg/pubring.kbx comparison

questions.dat

Located at /var/log/installer/cdebconf/questions.dat, | expected this file to be unique across all images.
Instead, though, | got one hash for two images and another hash for the other two images.
Questions.dat is a file that is generated when the initial Kali install is occurring. It records the values that
are assigned to various variables. The file doesn’t contain any date or timestamps, so the chances of
getting an exact duplicate (assuming you follow the same build instructions) are significantly higher.

When | examined the files, it took a while, but | finally figured out what the difference was:

Name: tasksel/first

Template: tasksel/first

Value: Desktop environment [selecting this item has no effect], ... Xfce (Kali's default desktop
environment), Collection of tools [selecting this item has no effect], ... top10 -- the 10 most popular
tools, ... default -- recommended tools (available in the live system)

Variables:

CHOICES_C = desktop, desktop-xfce, desktop-gnome, desktop-kde, meta, meta-top10, meta-default,
meta-large

32 https://dev.mysgl.com/doc/internals/en/frm-file-format.html
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Name: tasksel/first

Template: tasksel/first

Value: Desktop environment [selecting this item has no effect], ... Xfce (Kali's default desktop
environment), Collection of tools [selecting this item has no effect], ... top10 -- the 10 most popular
tools, ... default -- recommended tools (available in the live system)

Variables:

CHOICES_C = desktop, desktop-xfce, desktop-gnome, desktop-kde, meta, meta-top10, meta-default,
meta-large

The last and 2™ to last lines contain the same information, but the order is reversed. That is the only
difference in a 4k line log file. When I built the images, | did the same steps each time, but for some
reason this log entry is different and I’'m not entirely sure why. And the fact that it is the same on two of
the systems and has the same difference on the other two systems makes it a little unusual. | suspect
that there are likely two processes that are going on in parallel and that some of the time the first
process finishes first and generates its log entry while other times the second one will complete first.

random-seed

Operating systems make extensive use of various cryptographic functions. For them to operate
securely, they must be fed with random numbers. In Linux, random numbers are provided through the
/dev/random interface. For this interface to produce truly random numbers though it, must wait for
enough entropy to be collected. Unfortunately in the case of booting the system, this can be a lengthy
process. To prevent a slow-down, an initial entropy value is saved to disk before shutdown. This value
is saved at /var/lib/random-seed®. The file is a 4,096-bit file that contains a dump of entropy from the
system at shutdown. While it doesn’t meet the requirements for true cryptographic use, it is sufficiently
random to provide the systemd process what it needs at boot to generate UUIDs and other functions.

While this file is unique to the system, the fact that it has a fairly short lifetime between changes (each
system shutdown/reboot) makes it a very poor indicator of system uniqueness.

33 https://systemd.io/RANDOM_SEEDS/
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5] EA\Kali Experiment v2\Autopsy\KaliV2-2\Reports\KaliVZ-2 HTML Report 09-28-2020-06-43-25\content\Bookmark\rando
Cffset(h) OO0 01 02 03 04 05 O0e 07 08 0% QA OB OC OD OE OF Decoded text
00000000 €5 B3 52 7F D4 DE AB 2A 44 DR 41 FE F4 ER 7C 22 e°R.0P«*DURRGE|"
00000010 De 24 2F E0 AD FS 46 4D OC 96 2C 96 25 89 49 30 0,/ /4.0FM.—,-%kI0
QQoo0020 8C SB 11 D4 1F F4 C7 BF 86 AD 84 C4 5A 14 1C 25 E).é.ﬁggf.éﬁz..%
00000030 18 71 3F 53 34 LS 05 E€ B89 95 1F 30 AR 9F C7 92 .g?54¥.zxk-.0°%C’
00000040 CF 4F 94 71 47 7& 3C 0D E2 CD 25 71 A6 F4 E1 s&  IovgGz<.afsqgiaa-
00000050 99 59 DE 23 EA CO 37 BC EA EC 50 ER OR SE FO BE ™YBFfeAThEaPE. “8w
00000060 2C D2 36 B4 5D C1 84 D2 AE BO 17 52 OC CB &B 25 ,06°14.08° .R.E«3
00000070 21 2C 74 4D Bl E4 73 OF 6A OC CO 64 43 3B 22 A0 !@EtMzis.j.Adc:»
00000080 A3 C6 AF 1E €7 BE DC 91 1% 4D 10 CO 97 1B 92 22 £F .gsU .M.A—_r"
00000090 F1 DO 19 25 9E 22 Ce B9 39 87 8C 64 82 CR 15 4D £B.%%"E*93@i,E.M
0C0000AD 75 BR 49 4E 7% 41 F4 AS C2 OF AT 94 Al F9 €B 23 u°INvASE¥A.S§” juk#
000000B0  4C 22 25 4C 6C C3 8B €3 4% E3 FB 3F 4B 03 B6 5A& L, 3L1A«cI3t?H.92Z
000000CO 76 30 AD 1D D5 BC 28 9D 8F 93 5D AC AT 22 €4 73 w0..0W(.."]-8"ds
000000ODD 1B T7F QA FO 4F EBE TF SR 8B 54 0D AC 5C 2B 09 25 ., .808.Z2°T.-\+.%
OCO0D0OC0ED 08 EO 8A 4% 47 37 A3 22 AT 55 A0 17 EC 26 18 &2 .a5IG7£,8U .iz.h
Qo00000F0 4C 5B SC T7F 48 F5 7D Z6 C5 CE 23 FT7T 51 ZE €% 1B L[m.Hﬁ}&ﬁi#%Q.i.
00000100 C1 Cé FO 65 17 94 3D BC €9 CE 07 S& 5D 48 93 AF ARSe.~=%gii.zijx~"
00000110 3D 92 8A 4D 41 A2 B% 9C EB OC 03 CE 7A 55 AD 4D ='3MA=ee..EzU.M
00000120 37 4C SE 05 C9 A3 1D F7 A4 EC €7 4F 8E 24 7B B6 7TL .EL.-migDZS{q
00000130 8A D TA AR 5% OF 3A 43 C1 51 DA 13 87 3C 51 44 35.z2Y.:CAQU.$<0D
00000140 AT 2B A6 EF e& E1 37 48 FF 75 B1 30 e& D2 B1 CS §+:.jé?H§uiDjéiﬁ
00000150 B8E 32 BA BC CE EB E9 91 B8 CA 4C FB 24 76 BD 12 Zz2°nigé ELasSvis.
00000160 E3 FC AS E5 27 559 DO E5 D8 B3 16 92 57 06 1E B2 AU¥a'YDag*.'W..*
00000170 &7 F9 D3 5D E3 00 €7 SF 8D EE 07 11 D4 5C 1C ED gulld.g..i..0\.1
00000180 Ae R4 05 9C FO 95 87 OR 64 27 F1 €F 65 24 54 43  (H.ed™F,j'floefIC
Q00000190 5% BA DD F2 44 70 10 OAR AR 51 4R FD T3 ET C4 &C Y“?éDp..”‘J?sgﬁl
000001A0 BF C2 19 22 6D 16 €1 F2 72 14 4A 7C 7B 31 05 53 :E.,m.asr.J|{l1.5
000001BO0 F3 46 56 EF OF 3F D9 DR 0% 21 CD 12 96 DD 54 96 oFVi.?00.'%.-FT-
Q000001CO DE Fe ET B2 0% ES 8% 5F AL C4 3A 2R B1 D3 49 DR Eﬁg‘.ém_¥ﬁ:‘.61ﬁ
000001D0 A5 Fé C3 A% 96 78 08 €4 BS D3 8B 44 00 D7 41 52 ¥6d®-x.d20«D.=AZ
000001EQ0 AC AS B8 AA D3 77 32 09 88 A0 53 EE 9D 9E TF 42 —¥,*0w2." 5i.%.B
QOO001F0 06 Fé B2 23 F4 ZZ E3 SR SA S5E SA 11 ES BC TF 44 .E‘fﬁ"ﬁéé“é.éH.D

Figure 22 /var/lib/systemd/random-seed

timestamps

When a user uses the Network Manager Connection Editor in the GUI, one item presented to them is
the last time that a particular network connection was used. This information is found in the file
/var/lib/NetworkManager/timestamps (see Figure 23). The file consists of a single line for each network
interface on the system. The line contains the UUID for the connection (see the analysis of file
/etc/NetworkManager/system-connections/Wired connection 1 above) and the epoch time of when
that connection was last active.

- ‘ ~ 1
1 imegarps I8 '.II P tvestamge 2N )
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W UIERTRAR - EEEL-40AF-ARE~ACEIec iRl I 500428754 ’.‘tti‘.l:?ff’l J0-4300~A25€-20008 00024 IS RE4A2 TR

Figure 23 /var/lin/NetworkManager/timestamps differences
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While the timestamp does not help in the identification of a system (although can help with the building
of a timeline in traditional forensics), the fact that the file contains the same UUID as is used in
/etc/NetworkManager/system-connections/Wired connection 1 means that this file can uniquely
identify a particular system.

Conclusion

In conclusion, the Kali is a fairly complicated, and poorly documented operating system. While the vast
majority of it is common to every installation, there are 226 files that are unique to every installation of
it (excluding log files). While many of these files are very easy to replace without affecting the system,
there are 13 that appear to be extremely difficult to modify without either affecting the operation of the
system, or removing all artificats that would indicate that they had been purposely changed.

While it appears that all of these files would require access to the system itself (likely root level), they do
present a vulnerability to the complete anonamyzation of a system. In the end, if true annomization of
the system is a requirement, the operating system should be installed fresh each time it is used.
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Appendix 1: Always Unigue Hashes

Path

/boot/grub/grub.cfg
/boot/initrd.img-5.5.0-kali2-amd64
/boot/initrd.img-5.7.0-kalil-amd64
/etc/adjtime

/etc/fstab
/etc/initramfs-tools/conf.d/resume

/etc/king-phisher/server_config.yml

/etc/machine-id

/etc/NetworkManager/system-connections/Wired connection 1
/etc/shadow

/etc/shadow-
/etc/ssh/ssh_host_ecdsa_key
/etc/ssh/ssh_host_ecdsa_key.pub
/etc/ssh/ssh_host_ed25519 key
/etc/ssh/ssh_host_ed25519 key.pub
/etc/ssh/ssh_host_rsa_key
/etc/ssh/ssh_host_rsa_key.pub
/etc/ssl/certs/java/cacerts
/etc/ssl/certs/ssl-cert-snakeoil.pem

/etc/ssl/private/ssl-cert-snakeoil .key

/usr/lib/jvm/java-11-openjdk-amd64/lib/server/classes.jsa

Jusr/lib/jvm/java-8-openjdk-amd64/jre/lib/amd64/server/classes.jsa
Jusr/lib/python3.8/__pycache__/ markupbase.cpython-38.pyc
Jusr/lib/python3.8/ pycache__ /ftplib.cpython-38.pyc
/usr/lib/python3.8/__pycache__/hashlib.cpython-38.pyc
Jusr/lib/python3.8/__pycache__/pydoc.cpython-38.pyc

Jusr/lib/python3.8/ pycache__/rlcompleter.cpython-38.pyc
/usr/lib/python3.8/asyncio/__pycache__ / main__.cpython-38.pyc
Jusr/lib/python3/dist-packages/django/db/ _pycache__/utils.cpython-38.pyc
/usr/lib/python3/dist-packages/django/test/ __pycache__/signals.cpython-38.pyc
Jusr/lib/python3/dist-packages/flask/__pycache__/helpers.cpython-38.pyc

Jusr/lib/python3/dist-packages/gevent/ pycache_ / socket3.cpython-38.pyc

/usr/lib/python3/dist-packages/gpg/__pycache__/core.cpython-38.pyc

Jusr/lib/python3/dist-packages/hupper/__pycache__/worker.cpython-38.pyc

/usr/lib/python3/dist-packages/IPython/core/ __pycache__/inputsplitter.cpython-38.pyc

Jusr/lib/python3/dist-packages/IPython/core/ _pycache__/inputtransformer2.cpython-38.pyc

/usr/lib/python3/dist-packages/matplotlib/__pycache__/dates.cpython-38.pyc

/usr/lib/python3/dist-packages/mitmproxy/net/http/__pycache__/request.cpython-38.pyc

Jusr/lib/python3/dist-packages/nbformat/v4/ __pycache__/convert.cpython-38.pyc
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/usr/lib/python3/dist-packages/packaging/__pycache__/tags.cpython-38.pyc
Jusr/lib/python3/dist-packages/pandas/core/ _pycache__/resample.cpython-38.pyc

Jusr/lib/python3/dist-packages/pandas/tests/indexes/datetimes/ _pycache__/test_tools.cpython-
38.pyc

Jusr/lib/python3/dist-packages/pandas/tests/indexes/interval/ __pycache__/test_interval.cpython-
38.pyc

Jusr/lib/python3/dist-packages/scipy/_lib/__pycache__/ numpy_compat.cpython-38.pyc

Jusr/lib/python3/dist-packages/scipy/spatial/tests/ _pycache__/test_distance.cpython-38.pyc
Jusr/lib/python3/dist-packages/wapitiCore/net/ _pycache__/swf.cpython-38.pyc
Jusr/local/share/fonts/.uuid

/usr/share/fonts/.uuid

/usr/share/fonts/cMap/.uuid

Jusr/share/fonts/cmap/.uuid

/usr/share/fonts/opentype/.uuid

/usr/share/fonts/opentype/cantarell/.uuid
/usr/share/fonts/opentype/font-awesome/.uuid
/usr/share/fonts/opentype/roboto/.uuid
Jusr/share/fonts/opentype/roboto/slab/.uuid
/usr/share/fonts/opentype/urw-base35/.uuid
Jusr/share/fonts/truetype/.uuid
Jusr/share/fonts/truetype/dejavu/.uuid
/usr/share/fonts/truetype/droid/.uuid
/usr/share/fonts/truetype/firacode/.uuid
/usr/share/fonts/truetype/font-awesome/.uuid
/usr/share/fonts/truetype/hack/.uuid
/usr/share/fonts/truetype/lato/.uuid

/usr/share/fonts/truetype/liberation/.uuid
/usr/share/fonts/truetype/lyx/.uuid
/usr/share/fonts/truetype/noto/.uuid
/usr/share/fonts/truetype/quicksand/.uuid
/usr/share/fonts/truetype/ttf-bitstream-vera/.uuid
/usr/share/fonts/typel/.uuid
/usr/share/fonts/typel/urw-base35/.uuid
Jusr/share/fonts/X11/.uuid
/usr/share/fonts/X11/100dpi/.uuid
Jusr/share/fonts/X11/75dpi/.uuid
/usr/share/fonts/X11/encodings/.uuid
/usr/share/fonts/X11/encodings/large/.uuid
Jusr/share/fonts/X11/misc/.uuid
/usr/share/fonts/X11/Typel/.uuid
Jusr/share/fonts/X11/util/.uuid
/usr/share/javascript/mathjax/fonts/HTML-CSS/TeX/otf/.uuid
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/usr/share/pgcli/pgcli/packages/__pycache__/sqlcompletion.cpython-38.pyc
Jusr/share/poppler/cMap/Adobe-CNS1/.uuid
Jusr/share/poppler/cMap/Adobe-GB1/.uuid
/usr/share/poppler/cMap/Adobe-Japani/.uuid
Jusr/share/poppler/cMap/Adobe-Japan2/.uuid
/usr/share/poppler/cMap/Adobe-Koreal/.uuid
/var/cache/ldconfig/aux-cache
/var/cache/man/cs/index.db
/var/cache/man/da/index.db
/var/cache/man/de/index.db
/var/cache/man/es/index.db
/var/cache/man/fr/index.db
/var/cache/man/hu/index.db
/var/cache/man/index.db
/var/cache/man/it/index.db
/var/cache/man/ja/index.db
/var/cache/man/nl/index.db
/var/cache/man/pl/index.db
/var/cache/man/pt/index.db
/var/cache/man/pt_BR/index.db
/var/cache/man/ru/index.db
/var/cache/man/sv/index.db
/var/cache/man/zh_CN/index.db
/var/lib/dbus/machine-id
/var/lib/inetsim/certs/default_cert.pem
/var/lib/inetsim/certs/default_key.pem
/var/lib/initramfs-tools/5.5.0-kali2-amd64
/var/lib/initramfs-tools/5.7.0-kalil-amd64
/var/lib/lightdm/.config/pulse/cookie
/var/lib/lightdm/.gnupg/pubring.kbx
/var/lib/lightdm/.Xauthority
/var/lib/mlocate/mlocate.db
/var/lib/mysql/aria_log.00000001
/var/lib/mysql/aria_log_control
/var/lib/mysql/ib_logfileO
/var/lib/mysql/ibdatal
/var/lib/mysql/mysql/column_stats.frm

/var/lib/mysql/mysql/column_stats.MYI

/var/lib/mysqgl/mysql/columns_priv.frm

/var/lib/mysqgl/mysql/columns_priv.MYI

/var/lib/mysql/mysql/db.frm
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/var/lib/mysgl/mysql/db.MYI

/var/lib/mysqgl/mysql/event.frm

/var/lib/mysqgl/mysql/event.MY!I

/var/lib/mysqgl/mysql/func.frm

/var/lib/mysqgl/mysql/func.MYI

/var/lib/mysqgl/mysql/general_log.frm

/var/lib/mysqgl/mysql/gtid_slave_pos.frm

/var/lib/mysqgl/mysql/help_category.frm

/var/lib/mysql/mysql/help_category.MYI

/var/lib/mysql/mysql/help_keyword.frm

/var/lib/mysqgl/mysql/help_keyword.MYI

/var/lib/mysgl/mysql/help_relation.frm

/var/lib/mysqgl/mysql/help_relation.MYI

/var/lib/mysgl/mysqgl/help_topic.frm

/var/lib/mysqgl/mysql/help_topic.MYI

/var/lib/mysqgl/mysql/host.frm

/var/lib/mysqgl/mysql/host.MYI

/var/lib/mysqgl/mysql/index_stats.frm

/var/lib/mysqgl/mysql/index_stats.MYI

/var/lib/mysqgl/mysql/innodb_index_stats.frm

/var/lib/mysqgl/mysql/innodb_index_stats.ibd

/var/lib/mysqgl/mysqgl/innodb_table_stats.frm

/var/lib/mysqgl/mysql/innodb_table_stats.ibd

/var/lib/mysql/mysql/plugin.frm

/var/lib/mysql/mysql/plugin.MYI

/var/lib/mysql/mysql/proc.frm

/var/lib/mysqgl/mysql/proc.MYD

/var/lib/mysqgl/mysql/proc.MYI

/var/lib/mysql/mysql/procs_priv.frm

/var/lib/mysqgl/mysql/procs_priv.MYI

/var/lib/mysql/mysql/proxies_priv.frm

/var/lib/mysqgl/mysql/proxies_priv.MYD

/var/lib/mysql/mysql/proxies_priv.MYI

/var/lib/mysgl/mysql/roles_mapping.frm

/var/lib/mysql/mysql/roles_mapping.MYI

/var/lib/mysgl/mysql/servers.frm

/var/lib/mysql/mysql/servers.MYI

/var/lib/mysql/mysql/slow_log.frm

/var/lib/mysqgl/mysql/table_stats.frm

/var/lib/mysqgl/mysql/table_stats.MYI

/var/lib/mysgl/mysql/tables_priv.frm
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/var/lib/mysql/mysql/tables_priv.MYI

/var/lib/mysqgl/mysqgl/time_zone.frm

/var/lib/mysqgl/mysql/time_zone.MYI

/var/lib/mysqgl/mysql/time_zone_leap_second.frm

/var/lib/mysqgl/mysql/time_zone_leap_second.MYI

/var/lib/mysqgl/mysql/time_zone_name.frm

/var/lib/mysgl/mysql/time_zone_name.MYI

/var/lib/mysqgl/mysql/time_zone_transition.frm

/var/lib/mysgl/mysql/time_zone_transition.MYI

/var/lib/mysql/mysql/time_zone_transition_type.frm

/var/lib/mysqgl/mysql/time_zone_transition_type.MYI

/var/lib/mysqgl/mysqgl/transaction_registry.frm

/var/lib/mysqgl/mysql/user.frm

/var/lib/mysqgl/mysql/user.MYI

/var/lib/NetworkManager/timestamps

/var/lib/plymouth/boot-duration

/var/lib/postgresql/12/main/global/pg_control

/var/lib/postgresql/12/main/pg_wal/000000010000000000000001

/var/lib/systemd/random-seed

Table 4 Always Unique Hash Listing
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Path

/var/lib/NetworkManager/internal-016976d9-686b-40a9-a395-6¢c53ec16b242-ethQ.lease

/var/cache/fontconfig/02d4f520-a997-4d93-9fff-6082379a324e-le64.cache-7

/var/cache/fontconfig/c0b0467c-ccOf-4844-9c8a-27e4ffbc4834-le64.cache-7

/var/cache/fontconfig/a5e62240-c06e-4786-a111-1d916b98e579-le64.cache-7

/var/cache/fontconfig/26927276-cfe8-4d8e-b66b-5697d2ba5bb5-le64.cache-7

/var/cache/fontconfig/7231c049-01f8-4488-ac0c-b0e5c4b59ecd-le64.cache-7

/var/cache/fontconfig/f04028cc-8cf2-4a79-9217-ccb09ab5f7f5-le64.cache-7

/var/cache/fontconfig/ac2ede34-3e40-4594-9f86-03729fd892cc-le64.cache-7

/var/cache/fontconfig/564a544d-a92e-4a43-9a50-5d35b8306f57-le64.cache-7

/var/cache/fontconfig/2955b303-602c-46f4-8e44-4378d47f8400-le64.cache-7

/var/cache/fontconfig/90833a27-c08d-4e82-94df-92d24ecebbe2-le64.cache-7

/var/cache/fontconfig/586e1327-7f72-4fad-b160-c8cc02421c48-le64.cache-7

/var/cache/fontconfig/c4faO6ad-f49f-4925-a331-caffb2d66b77-le64.cache-7

/var/cache/fontconfig/136f21f7-d779-44fe-94bd-9acca931261b-le64.cache-7

/var/cache/fontconfig/0a0e8bb7-3085-40c3-8¢c39-e823b0f05d36-le64.cache-7

/var/cache/fontconfig/05d9d9df-8b2b-4c25-91da-3e240196b756-le64.cache-7

/var/cache/fontconfig/bda66590-93bf-4994-a514-50b9e2ec119f-le64.cache-7

/var/cache/fontconfig/1e7ae182-406c-4bec-ab4d-2d0c2bb24054-le64.cache-7

/var/cache/fontconfig/da91ael14-4828-40aa-a41a-a78c9d0a88b5-le64.cache-7

/var/cache/fontconfig/d802e684-a3fd-4627-ac3c-8582bb44db61-le64.cache-7

/var/cache/fontconfig/2ef35129-5b00-4bcd-8bcf-b1bf54d629cbh-le64.cache-7

/var/cache/fontconfig/19471168-b12b-4cfe-b66d-78fa53b13167-le64.cache-7

/var/cache/fontconfig/82323306-e521-49b2-885f-e57265725cf3-le64.cache-7

/var/cache/fontconfig/2c53115d-7f38-4bfc-9172-71687740e27d-le64.cache-7

/var/cache/fontconfig/594ec2e8-d50e-45d2-b381-c21880502f86-le64.cache-7

/var/cache/fontconfig/d26e4990-f173-4e6f-8e64-a5375eb79e29-le64.cache-7

/var/cache/fontconfig/d46ee887-955a-4e71-84b1-70fcb6868152-le64.cache-7

/var/cache/fontconfig/57934f48-9bfa-45c1-bb8f-66c726d0a2b6-le64.cache-7

/var/cache/fontconfig/9cf6e8b1-bfcc-4fb9-800c-c080822c6433-le64.cache-7

/var/cache/fontconfig/ed6ec1d1-1752-496b-87c3-b9b1cc507b10-le64.cache-7

/var/cache/fontconfig/e55bbb24-eeb9-4478-a0b4-d0a88a3aceb3-le64.cache-7

/var/cache/fontconfig/a437f435-1eb7-44d5-be3d-dc6bce27adfa-le64.cache-7

/var/cache/fontconfig/761618bc-cal8-497b-ab10-b24955b0250d-le64.cache-7

/var/cache/fontconfig/1bd710f5-632e-46¢7-aac0-ccbe00c423dc-le64.cache-7

/var/cache/fontconfig/34aff380-48fd-44b1-9b1d-071c52895e13-le64.cache-7

/var/cache/fontconfig/al1214b3a-75c4-4241-ad6f-692e75b8c09f-le64.cache-7

/var/cache/fontconfig/d3646869-ec44-4f6f-8a94-faOb5b5937fc-le64.cache-7

/var/cache/fontconfig/da8b9f6d-322b-4513-8434-ac674e86cd94-le64.cache-7

/var/cache/fontconfig/5d74a0ea-6c03-47df-a268-8df6d3645fff-le64.cache-7
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/var/lib/lightdm/.config/pulse/6419ad21b7384371a12b5877060147c5-device-
volumes.tdb
/var/lib/lightdm/.config/pulse/6419ad21b7384371a12b5877060147c5-default-sink
/var/lib/lightdm/.config/pulse/6419ad21b7384371a12b5877060147c5-default-source

/var/lib/lightdm/.config/pulse/6419ad21b7384371a12b5877060147c5-stream-
volumes.tdb
/var/log/journal/6419ad21b7384371a12b5877060147c5/system.journal

Table 5 Uniquely Named Files
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