Sent: Tue 4/10/2007 12:29 PM

From: Capps, Joe C SES ESTA [joe.capps@us.army.mil]

To: Lundgren, LeRoy Mr NETCOM

Cc: Laymon, Kathy E Ms ESTA; Jurinko, Stephen J COL NETCOM; Anderson, Kathleen Ms ESTA
Subject: RE: AGM CON (UNCLASSIFIED)

Signed by: joe.capps@us.army.mil

Classification: UNCLASSIFIED
Caveats: NONE

Approved

Joe Capps
Director, ESTA
703-602-6303

----- Original Message-----

From: Lundgren, LeRoy Mr NETCOM

Sent: Tuesday, April 10, 2007 12:54 PM

To: Capps, Joe C SES ESTA

Cc: Laymon, Kathy E Ms ESTA, Jurinko, Stephen J COL NETCOM; Anderson,
Kathleen Ms ESTA

Subject: AGM CON (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: NONE

Mr. Capps:

Recommend approval with your digital signature for a Certificate of
Networthiness (CoN) for Army Gold Master version 6.2.

NETCOM/ESTA/OSC&I/IPD has requested this Certificate of Networthiness for a
full Certificate of Networthiness, Level 3, for the Army Gold Master
software baseline, version 6.2.

Army Gold Master (AGM), version 6.2, consists of multiple software
applications that form the baseline configuration for the entire Army

platform. AGM version 6.2 introduces Internet Explorer 7.0 and Firefox 2.0

as optional web browsers. Use of these web browsers must be in accordance
with the Internet Explorer 7.0 Deployment Guidance and the Firefox Security
Settings Guidance provided.

A full Certificate of Networthiness, Level 3, is the result of reviewing the
available documentation provided, to include Gold Disk scans, Group Policy
Settings, security baseline, analysis and capabilities, and security patch
MSO07-010.

This approval is valid only if the AGM version 6.2 tools are implemented
according to the specified configuration outlined in the Army Gold Master
Policy Settings and provided on the Army Gold Master Knowledge Center. The
AGM version 6.2 will be added to the OIA&C Approved Products List. Any
changes that alter the applications' security posture or configuration may
invalidate this certificate.



The NETCOM POC is Ms. Kathy Laymon, 520-538-0295, e-mail
Kathy.laymon@us.army.mil.

Classification: UNCLASSIFIED

Caveats: NONE

Classification: UNCLASSIFIED
Caveats: NONE

Digital Signature: Valid

Subject:  RE: AGM COM (UNCLASSIFIED)
From: Capps, Joe C SES ESTA
Signed By; joe,capps@us, army . mil

2 The digital signature on this message is Yalid and Trusted.

For more information about the certificate used to digitally sign

the message, click Details,

[ ]'arn me abaut errors in digitally signed e-mail before message opens.

Message Security Properties E|

E Subject: RE: AGM COM {UNCLASSIFIED)

Messages may conkain encryprion and digikal signature lavers, Each digikal
signature laver may contain multiple signatures,
Security Layers

Select a laver below to view its description.
Subjeck: RE: AGM COMN (UNCLASSIFIED)
w" Digital Signature Layer

W Signer: joe.capps@us. army,mil

Descripkion:

2K Signed message,

Click ary of the Follomwing buttons bo wiewe more information about or make
changes to the selected laver:

[ ]warn me about errors in digitally signed e-mail,




